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ARTICLE INFO ABSTRACT

Keywords: Purpose - Mosque websites increasingly serve as public digital service platforms for
. information dissemination, administrative services, donations, and community

Care Web Vitals; engagement. However, previous studies have mainly focused on system development

HTTP security headers; ¢ ¢

functionality, and usability, while integrated evaluations of technical performance and
externally observable security remain limited. This study evaluates the performance
and basic security posture of selected Indonesian mosque websites through a

Mosque websites;
Web performance;

Web security multidimensional technical audit framework.
o Design/methods/approach - A quantitative non-invasive comparative design was
applied to seven purposively selected operational mosque websites. Data were
Article History collected through repeated Google Lighthouse measurements, PageSpeed Insights field
data, Core Web Vitals analysis, HTTP security-header evaluation, and Transport Layer
Received: May 30, 2026 Security (TLS) assessment. The framework considers performance, user experience

Revised : August 09, 2026 indicators, browser-level security controls, and transport security as complementary
Accepted: August 30, 2026  dimensions.
o Findings - Desktop performance was significantly better than mobile performance,
This is an open access  particularly in loading-related metrics, while Accessibility, Best Practices, and Search
ticl der the CC BY-SA
articte under the LL B Engine Optimization (SEO) remained relatively consistent across devices. Security
licenz  evaluation revealed uneven browser-level security implementation, showing that

® @ header presence does not always indicate effective configuration. TLS protection was
generally stronger than browser-level controls.

Research implications/limitations - The findings demonstrate the importance of
multidimensional website assessment. However, the study is limited to seven
purposively selected websites concentrated in Java and represents comparative case
evidence rather than national assessment.

Originality/value - This study contributes an integrated evaluation framework
combining performance, user experience, HTTP security configuration, and TLS
assessment for mosque websites.

To cite this article : Puspito, T. A., & Suyono. (2026). Performance and Security Evaluation of Selected
Indonesian Mosque Websites. Journal of Embedded System Security and Intelligent Systems, 7(3), 240-257.
o 10.59562/jessi.v7i3.14599

INTRODUCTION

Mosque websites increasingly function as public digital service platforms rather than
merely as institutional profiles. Through these platforms, mosque administrators can provide
prayer schedules, religious announcements, educational materials, donation information,
financial transparency reports, event calendars, and community services. The development of
web-based mosque information systems in Indonesia demonstrates that digital platforms
contribute to improving information accessibility, administrative efficiency, and communication
between mosque organizations and congregations [1], [2], [3]. Unlike conventional organizational
websites, mosque websites represent a public-interest digital infrastructure because they support
continuous interaction between religious institutions and communities through information
dissemination, service delivery, and transparency-related functions. Similar trends have been
observed in broader digital transformation initiatives, where organizational websites are
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increasingly expected to provide not only information delivery but also reliable, accessible, and
secure digital services [4], [5]- Therefore, technical website quality has become an essential
consideration because the availability of digital functions alone does not guarantee effective
service delivery. Slow loading times, poor mobile performance, limited accessibility, and weak
security configurations may reduce the reliability and trustworthiness of these digital services
(6], [7].

Previous studies on mosque digitalization have primarily emphasized system development,
functional requirements, and user-centered evaluation. Herfandi and Hamdani developed a web-
based mosque management information system to support administrative activities [3], while
Ardli implemented Rapid Application Development to integrate services such as donations, zakat,
qurban, financial information, and activity management into a mosque website [1]. Fauzan also
proposed a web-based mosque management system to improve structured access to congregation
and administrative data [2]. Furthermore, Farizqi and Haryono evaluated a mosque management
information system using usability testing and reported user experience results based on the
System Usability Scale [8]. These studies demonstrate that websites have become important
digital infrastructure for mosque management; however, their primary emphasis remains on
system functionality, service features, and user perception rather than objective evaluation of
technical performance and externally observable security posture. This limitation reflects a
broader challenge in digital service research, where functional availability does not necessarily
represent technical reliability, performance quality, or security readiness [4], [5].

Beyond functional evaluation, modern website assessment increasingly requires
measurable technical indicators that can identify weaknesses in digital service delivery.
Automated auditing approaches have therefore become widely adopted because they provide
reproducible measurements of website quality. Google Lighthouse is one of the widely used tools
for evaluating website quality through standardized laboratory-based measurements of
Performance, Accessibility, Best Practices, and Search Engine Optimization (SEO) [6]. Previous
studies have demonstrated that Lighthouse-based evaluation can reveal technical weaknesses in
institutional and public-service websites that may not be identified through functional
assessment alone [9], [10], [11]. Puspito further showed that combining automated performance
evaluation with usability assessment provides a broader understanding of website quality [12].
Automated web-performance analysis is valuable because it enables the identification of technical
bottlenecks related to loading behavior, rendering efficiency, and resource delivery that influence
user experience [13], [14]. However, mosque website evaluations have rarely incorporated
automated performance auditing as part of a comprehensive technical assessment framework.

Website performance assessment also requires consideration of the difference between
laboratory measurements and actual user experience. Lighthouse provides controlled laboratory-
based diagnostics, whereas PageSpeed Insights incorporates field data from the Chrome User
Experience Report (CrUX) when sufficient real-user observations are available [6]. Core Web
Vitals provide standardized indicators of user experience through Largest Contentful Paint (LCP)
for loading performance, Interaction to Next Paint (INP) for interaction responsiveness, and
Cumulative Layout Shift (CLS) for visual stability. Google defines good performance thresholds at
the 75th percentile as LCP < 2.5 seconds, INP < 200 milliseconds, and CLS < 0.1 [15]. Recent
studies have confirmed that Core Web Vitals can serve as objective indicators for evaluating
website responsiveness and user experience across different website categories [16]. Previous
usability research has also demonstrated that waiting time, responsiveness, and system feedback
influence user satisfaction and acceptance of digital services [17], [18]. Therefore, comprehensive
website evaluation should consider multiple performance indicators rather than relying solely on
a single overall score.

Journal of Embedded System Security and Intelligent Systems | 241 ...,
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In addition to performance, security represents another critical dimension of website
quality, particularly for public-facing platforms that support information dissemination and
community-related services. Websites operated by public-interest institutions require
appropriate browser security mechanisms to reduce risks associated with client-side attacks,
unauthorized content manipulation, and insecure resource execution. HTTP security headers,
including Strict-Transport-Security (HSTS), Content-Security-Policy (CSP), X-Content-Type-
Options, frame protection, and Referrer-Policy, provide important browser-level security controls
when correctly implemented [19]. Nevertheless, previous studies have shown that many websites
continue to demonstrate weaknesses in security-header deployment and configuration. Erden
evaluated thousands of domains and identified widespread weaknesses in HTTP security-header
implementation, particularly related to missing or incorrectly configured CSP policies [20].
Besmer further demonstrated that the presence of security headers does not necessarily indicate
effective protection because insecure configurations may reduce their intended security benefits
[21]. Similarly, Waheed and Alazab (2026) identified gaps in baseline security-header adoption
among public-sector websites. These findings indicate that security assessment should evaluate
not only the existence of security mechanisms but also their configuration quality and
effectiveness [22].

Security evaluation approaches also measure different layers of website protection and
should therefore be interpreted as complementary rather than interchangeable. HTTP security-
header analysis focuses on browser-enforced security controls and their configuration quality
[19], [20], whereas SSL/TLS assessment evaluates encrypted transport security, including
certificate validity and protocol configuration [23], [24]. Consequently, a website may
demonstrate strong TLS implementation while still having insufficient browser-level protection,
or may contain security headers that exist but are incorrectly configured. Similar distinctions
between application-facing security controls and transport-layer security have been emphasized
in cybersecurity assessment frameworks. Therefore, reliable website security evaluation requires
multiple assessment perspectives rather than dependence on a single security indicator.

A research gap emerges from the intersection between mosque digitalization studies and
broader website-quality assessment research. Existing mosque website studies have mainly
investigated information-system development, service functionality, and usability evaluation,
whereas general website-quality studies frequently examine performance or security as separate
dimensions. Limited empirical evidence exists regarding the integrated evaluation of technical
performance and externally observable security posture of operational mosque websites in
Indonesia. More specifically, previous studies have rarely combined repeated laboratory
performance measurements, field-based Core Web Vitals, HTTP security-header deployment,
configuration-sensitive security assessment, and TLS evaluation within a single comparative
framework. This limitation is significant because mosque websites increasingly function as public
digital services where accessibility, responsiveness, reliability, and security contribute to
institutional credibility and user trust.

Accordingly, this study evaluates seven selected Indonesian mosque websites through a
multidimensional and non-invasive technical audit framework. The contribution of this research
extends beyond the simultaneous use of several assessment tools by establishing a structured
evaluation approach that separates and integrates four complementary technical dimensions:
laboratory-based web performance, available field-based Core Web Vitals, HTTP security-header
implementation and configuration quality, and TLS transport security. This approach enables a
more comprehensive understanding of website quality by identifying whether weaknesses
originate from performance limitations, user-experience constraints, browser security
configuration, or transport-layer protection. Considering that the selected websites represent
purposive comparative cases rather than a statistically representative national sample, this study
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aims to provide empirical evidence regarding technical characteristics and improvement
priorities among selected Indonesian mosquewebsites.This study addresses the following
research questions:
1. RQ1: How do selected Indonesian mosque websites perform in terms of Performance,
Accessibility, Best Practices, SEO, and key loading metrics?
2. RQ2: How does website performance differ between mobile and desktop environments?
3. RQ3: To what extent do selected mosque websites implement and securely configure basic
web security mechanisms?
@ For RQ2, the null hypothesis (HO) states that there is no significant difference between
paired mobile and desktop performance scores, while the alternative hypothesis (H1) states that
significant differences exist.

METHOD

This research used a quantitative comparative observational design based entirely on
publicly accessible web responses. The study was designed as a non-invasive technical audit and
did not involve authentication bypass, exploitation attempts, password testing, vulnerability
injection, or intrusive penetration testing. The unit of analysis was the public homepage of each
selected mosque website because the homepage represents the primary entry point for
information access and public digital interaction.

Data collection was conducted within the same predefined measurement period to minimize
temporal variation caused by website updates, server changes, or content modifications. All
websites were evaluated using the same assessment procedures, tools, and measurement criteria.
Because the selected tools rely on externally operated assessment infrastructures, possible
variations caused by remote execution environments, network conditions, server load, third-
party resources, and website changes were treated as potential sources of measurement
variability.

@ The overall research workflow is presented in Figure 1.

I B

T~ 7
o R e

Figure 1. Research workflow
Website Selection

The sample consisted of seven publicly accessible mosque websites selected using a
purposive case-selection strategy. The selection approach was adopted because independent
official mosque websites are not uniformly available across Indonesian mosque institutions.
Candidate websites were identified through publicly available web searches and institutional
verification processes.
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A website was included when it met the following criteria: (1) represented an identifiable
mosque institution in Indonesia; (2) was publicly accessible without authentication
requirements; (3) could reasonably be verified as an official website or institutionally affiliated
platform; (4) provided an operational homepage during the observation period; and (5) could be
evaluated using the selected non-invasive performance and security assessment tools.

Websites were excluded when they were inaccessible during the observation period,
consisted only of third-party directory pages or social-media profiles, lacked sufficient
institutional identification, or could not produce comparable homepage-level measurements.
After applying these criteria, seven websites were retained as comparative technical cases.

The selected websites are geographically concentrated on Java and represent different
institutional contexts, including national-scale, urban/community, foundation-based, and
university-associated mosques. This concentration is explicitly recognized as a limitation.
Therefore, the purpose of the sample is not to estimate national website adoption or security
levels but to provide comparative evidence regarding the technical characteristics of selected
mosque websites.

Table 1. Selected mosque websites

Code Mosque Homepage Institutional context
M1 Masjid Agung Sunda Kelapa  https://masjid-sundakelapa.id/ Urban/community

M2 Masjid Istiglal https://www.istiglal.or.id/ National

M3 Masjid Cut Meutia https://masjidcutmeutia.com/ Urban/community

M4  Masjid Tazkia https://www.masjidtazkia.com/ Institutional /foundation
M5 Masjid Nasional Al Akbar https://www.masjidalakbar.or.id/ Regional /national-scale
M6  Masjid IPB https://masjid.ipb.ac.id/ University /campus

M7  Masjid Agung Al Azhar https://masjidagungalazhar.com/ Foundation/education

Performance and Core Web Vitals Measurement

Performance testing used Google PageSpeed Insights with its Lighthouse laboratory audit
framework. Each homepage was tested three times using Mobile mode and three times using
Desktop mode, producing 42 laboratory runs in total (7 websites x 2 device modes x 3
repetitions). Repeated measurements were retained rather than selecting the best-performing
result because Lighthouse outputs may vary due to remote execution conditions, resource
availability, server response variation, and third-party dependencies.

For each website and device category, the median value from the three Lighthouse runs was
used as the primary comparative measurement. The median approach was selected to reduce the
influence of individual abnormal runs and provide a more stable representation of observed
performance. Lighthouse results were interpreted as laboratory measurements, while available
PageSpeed Insights field data were interpreted as real-user experience observations. Previous
PSIl-based research similarly distinguishes between laboratory diagnostics and field
measurements, noting that field metrics may be unavailable when Chrome User Experience
Report (CrUX) coverage is insufficient [25].

The testing environment relied on the publicly available PageSpeed Insights and Lighthouse
infrastructure. The researchers did not modify Lighthouse configuration parameters, network
throttling profiles, or execution environments. Therefore, the measurements represent
standardized external assessments rather than controlled local benchmarking experiments. Four
Lighthouse category scores were recorded: Performance, Accessibility, Best Practices, and SEO.
Scores of 0-49 are categorized as poor, 50-89 as needing improvement, and 90-100 as good
according to Lighthouse scoring guidance [26]. Five detailed laboratory metrics were also
recorded: First Contentful Paint (FCP), Largest Contentful Paint (LCP), Total Blocking Time (TBT),
Cumulative Layout Shift (CLS), and Speed Index (SI). Category-level results provide an overall
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quality comparison, while detailed metrics identify specific performance characteristics
associated with loading, responsiveness, and visual stability.

Field-based Core Web Vitals were analyzed separately from Lighthouse laboratory results.
The study used available PSI/CrUX values for LCP, INP, and CLS together with the overall Core
Web Vitals assessment. Google defines good performance thresholds at the 75th percentile as LCP
< 2.5 seconds, INP < 200 milliseconds, and CLS < 0.1 [15]. When PSI did not provide sufficient
field data, the value was coded as N/A rather than zero because unavailable field coverage does
not indicate poor performance [25].

Table 2. Core Web Vitals field thresholds used in the study

Metric Good Needs improvement Poor
LCP <=25s >2.5-40s >40s
INP <=200 ms >200-500 ms > 500 ms
CLS <=0.10 > 0.10-0.25 > 0.25

Security Measurement

First, MDN HTTP Observatory was used as a configuration-sensitive assessment of HTTP
security practices. Observatory-based studies have shown that low scores frequently reflect
missing or incorrectly configured browser-side security controls, particularly CSP and related
HTTP headers [27]. Therefore, this study uses the term “basic web security posture” rather than
“complete website security.” Second, SecurityHeaders.com was used as a complementary
indicator of HTTP security-header deployment. Previous large-scale research has demonstrated
substantial variation in the adoption of HSTS, CSP, X-Frame-Options, and other response-header
protections [28]. The present study therefore distinguishes between header presence and
configuration quality.

Third, Qualys SSL Labs was used to evaluate transport-layer security characteristics,
including certificate status and supported TLS protocols. Previous TLS ecosystem studies
demonstrate that certificate properties and protocol configuration provide important but
separate evidence regarding transport security quality [29]. Because these tools assess different
security layers, their outputs were interpreted as complementary indicators rather than
interchangeable security scores.

Data Aggregation and Statistical Analysis

For each website-device combination, the median value from three Lighthouse runs was
calculated as the primary comparative measurement to reduce the influence of run-to-run
variation caused by remote execution conditions, temporary network fluctuations, server
response changes, and third-party resource behavior. Descriptive statistics, including mean,
standard deviation, median, minimum, and maximum values, were calculated for all performance
indicators across the seven evaluated websites. The primary comparison between Mobile and
Desktop performance was analyzed using the Wilcoxon signed-rank test because the study
involved paired observations from the same websites under two device conditions and the small
sample size did not support reliable assumptions of normal distribution for paired differences
[30]. The significance level was set at a = 0.05. The paired difference between Desktop and Mobile
performance scores was calculated as:

d; = Desktop; — Mobile;
where d; represents the difference between Desktop and Mobile performance scores for

website I.The Wilcoxon signed-rank statistic was determined by comparing the ranked positive
and negative differences as follows:

W = Min (W+W-) [30]
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where W + represents the sum of positive ranks and (W ™) represents the sum of negative
ranks from the paired differences [30]. In addition to statistical significance, an effect-size
estimate was calculated using a non-parametric measure to describe the practical magnitude of
the observed Mobile-Desktop differences. The primary inferential analysis focused on
Lighthouse Performance scores, while additional comparisons involving First Contentful Paint
(FCP), Largest Contentful Paint (LCP), Total Blocking Time (TBT), Cumulative Layout Shift (CLS),
and Speed Index were conducted as exploratory analyses to identify specific performance
characteristics associated with differences between device environments. Because these
comparisons were based on only seven paired websites, the resulting p-values and effect-size
estimates were interpreted as comparative evidence for the selected cases rather than
population-level conclusions. Security results were analyzed descriptively using tool grades,
security scores, TLS characteristics, and the proportion of websites implementing specific HTTP
security headers. Since HTTP security-header evaluation and TLS assessment represent different
layers of website protection, their results were interpreted as complementary indicators of basic
web security posture rather than combined into a single security score.

RESULTS AND DISCUSSION

Lighthouse Category Scores

Table 3 presents the median Lighthouse category scores obtained from three repeated
measurements for each website under Mobile and Desktop conditions. The results indicate that
device conditions primarily affected the Performance category, while Accessibility, Best Practices,
and SEO showed relatively stable patterns across devices. Among the evaluated websites, Masjid
Tazkia (M4) demonstrated the strongest laboratory performance profile, achieving median
Performance scores of 86 on Mobile and 99 on Desktop. In contrast, Masjid IPB (M6) recorded
the lowest Mobile Performance score (31), whereas Masjid Cut Meutia (M3) obtained the lowest
Desktop Performance score (45). Most websites remained within the Lighthouse “needs
improvement” category for Performance, indicating that loading efficiency represents the main
technical limitation among the evaluated mosque websites.

Accessibility scores showed relatively consistent results, ranging from 69 to 86 on Mobile and
from 69 to 88 on Desktop. This indicates that accessibility-related implementation was less
influenced by device conditions compared with loading performance. Similarly, Best Practices
and SEO scores were generally higher across the evaluated websites, although several differences
remained. M7 and M3 demonstrated lower Best Practices scores on specific device conditions,
while SEO scores remained identical between Mobile and Desktop for all evaluated websites.

Table 3. Median Lighthouse category scores (three runs per device)

Code PerfM PerfD AccM AccD BP M BPD SEOM SEOD

M1 57 80 82 75 96 100 83 83
M2 56 67 69 69 92 92 92 92
M3 56 45 83 83 100 77 100 100
M4 86 99 84 84 100 100 100 100
M5 52 76 82 88 96 96 100 100
M6 31 57 86 86 96 100 85 85
M7 46 68 83 77 73 73 92 92
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Figure 2. Median Lighthouse Performance scores by device

Across all websites, the mean Mobile Performance score was 54.86 (SD = 16.50), with a
median value of 56, whereas the mean Desktop Performance score reached 70.29 (SD = 17.24),
with a median value of 68. The Wilcoxon signed-rank test revealed a statistically significant
difference between Mobile and Desktop Performance scores (W = 1.5, p = 0.0469). Therefore, the
null hypothesis for RQ2 was rejected, indicating that performance differed significantly between
the two device environments. Six of the seven evaluated websites achieved higher Performance
scores on Desktop than on Mobile. Masjid Cut Meutia (M3) was the only exception, with a Mobile
score of 56 and a Desktop score of 45. This result indicates that mobile environments generally
represent a more demanding condition for website delivery. However, the finding does not
directly demonstrate a specific technical cause because this study did not include source-code
inspection or server-side analysis.

The device-related difference was not observed across all Lighthouse categories.
Accessibility produced an identical median score of 83 for both Mobile and Desktop, with no
statistically significant difference (p = 0.750). Best Practices also showed identical median values
of 96 (p = 1.000), while SEO maintained a median score of 92 across both environments (p =
1.000). These results suggest that the primary device-dependent limitation within the observed
websites was related to loading performance rather than general technical quality degradation.
This finding is consistent with previous Lighthouse-based evaluations showing that websites may
achieve relatively strong SEO and best-practice scores while still experiencing performance
limitations. Therefore, website quality assessment should consider multiple technical dimensions
rather than relying on a single overall score [31], [32], [33].

Detailed Loading Metrics and Mobile-Desktop Differences

The detailed Lighthouse laboratory metrics provide further insight into the factors
contributing to the differences in Performance scores. Table 4 summarizes the median values of
key performance indicators, including First Contentful Paint (FCP), Largest Contentful Paint
(LCP), Total Blocking Time (TBT), Cumulative Layout Shift (CLS), and Speed Index (SI).

Table 4. Median Lighthouse laboratory metrics (FCP, LCP, SI in seconds; TBT in ms)
Code FCPM FCPD LCPM LCPD TBTM TBTD CLSM CLSD SIM SID

M1 4.4 0.8 9.7 2 40 50 0.003 0.029 5.8 53
M2 4.5 1 60.9 10.2 30 0 0 0.005 165 5
M3 8.2 0.8 139 2.7 40 240 0 0.995 9.2 2.7
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Code FCPM FCPD LCPM LCPD TBTM TBTD CLSM CLSD SIM SID
M4 0.9 0.2 4.2 0.8 0 0 0.063 0.009 2.1 0.8
M5 7.3 1 15.4 2.5 220 240 0 0.004 104 1.7
M6 4.2 0.6 16 2.8 270 20 0.689 0.353 6.7 3.1
M7 16.3 1 36.9 1.4 330 370 0.081 0 22 5.7

The results demonstrate that loading-related metrics represented the most substantial
differences between Mobile and Desktop conditions. Several websites recorded considerably high
Mobile LCP values, particularly Masjid Istiglal (M2) with 60.9 seconds and Masjid Agung Al Azhar
(M7) with 36.9 seconds. Masjid IPB (M6) and Masjid Nasional Al Akbar (M5) also showed
relatively high Mobile LCP values of 16.0 seconds and 15.4 seconds, respectively. These results
indicate that the rendering of the largest visible content element was substantially delayed under
mobile emulation conditions. M7 showed the weakest mobile loading profile, with FCP of 16.3
seconds and Speed Index of 22.0 seconds. Conversely, Masjid Tazkia (M4) demonstrated the most
consistent performance, achieving Mobile FCP of 0.9 seconds, Mobile LCP of 4.2 seconds, and
Desktop LCP of 0.8 seconds. The paired statistical analysis presented in Table 5 further confirms
that Mobile-Desktop differences were primarily associated with loading-related indicators.

Table 5. Paired Mobile-Desktop Wilcoxon signed-rank results

Measure rl\:::ii;i ]r)rfescli(it:: w p-value Result
Performance score 56 68 1.5 0.0469 Significant
FCP (s) 4.5 0.8 0.0 0.0156 Significant
LCP (s) 15.4 2.5 0.0 0.0156 Significant
TBT (ms) 40 50 9.0 0.8438 Not significant
CLS 0.003 0.009 13.0 0.9375 Not significant
Speed Index (s) 9.2 3.1 0.0 0.0156 Significant

1] m= Mobile

14 4

= =
o N
L N

Median seconds
fee]
L

FCP
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m Desktop
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Figure 3. Across-site median FCP, LCP, and Speed Index
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The Wilcoxon analysis showed significant differences for FCP, LCP, and Speed Index, with
all three metrics demonstrating lower values on Desktop compared with Mobile (W = 0, p =
0.0156). The median LCP decreased from 15.4 seconds on Mobile to 2.5 seconds on Desktop,
while the median FCP decreased from 4.5 seconds to 0.8 seconds. In contrast, TBT and CLS did
not demonstrate statistically significant differences between the two environments.
Nevertheless, several individual websites showed technically important visual stability issues.
Masjid Cut Meutia (M3) recorded a very high Desktop CLS value of 0.995, while Masjid IPB (M6)
showed high CLS values on both Mobile (0.689) and Desktop (0.353). Although these differences
were not statistically significant at the group level, these cases indicate potential layout stability
problems that may affect user experience.

The combination of high LCP values and relatively moderate TBT values suggests that
delayed loading was not necessarily caused only by JavaScript execution limitations. Other
factors, such as large media resources, rendering dependencies, server response conditions, and
resource delivery strategies, may contribute to slower content rendering. However, because this
study was conducted through external technical auditing without source-code examination, these
factors should be interpreted as possible explanations rather than confirmed causes.

Field-Based Core Web Vitals

Field-based Core Web Vitals data were available for only three of the seven evaluated
websites, namely M1, M2, and M5. The limited availability of CrUX-based field data indicates that
smaller institutional websites may not always have sufficient real-user traffic to generate
complete field measurements. Therefore, unavailable values (N/A) were treated as missing
observations rather than interpreted as poor performance.

Table 6. Core Web Vitals field results from PageSpeed Insights/CrUX

Code Device Assessment LCP INP CLS
M1 Mobile Failed 4.2s 110 ms 0.18
M1 Desktop Passed 1.7 s 65 ms 0.04
M2 Mobile Failed 50s 247 ms 0.02
M2 Desktop Failed 2.6s 66 ms 0.01
o M3 Mobile/Desktop  N/A N/A N/A N/A
M4  Mobile/Desktop N/A N/A N/A N/A
M5 Mobile Passed 25s N/A 0.01
M5 Desktop Passed 23s 61 ms 0.02
e M6 Mobile/Desktop N/A N/A N/A N/A
M7 Mobile/Desktop  N/A N/A N/A N/A

The available field results demonstrate differences between laboratory-based
measurements and real-user performance observations. Masjid Agung Sunda Kelapa (M1) failed
the Mobile Core Web Vitals assessment but passed the Desktop assessment. Under Mobile
conditions, M1 recorded an LCP value of 4.2 seconds and CLS of 0.18, while Desktop

e measurements showed improved values with LCP of 1.7 seconds and CLS of 0.04. These results
indicate that the limitation was mainly associated with loading performance and visual stability
rather than interaction responsiveness.

Masjid Istiqlal (M2) demonstrated the weakest field-based performance among the
websites with available data. The website failed both Mobile and Desktop assessments. Mobile
measurements showed LCP of 5.0 seconds and INP of 247 milliseconds, exceeding the
recommended thresholds. Although Desktop INP improved to 66 milliseconds, the overall
assessment remained unsuccessful because the loading experience still did not meet the required
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criteria. In contrast, Masjid Nasional Al Akbar (M5) achieved passing Core Web Vitals assessments
on both devices. The website recorded Mobile LCP of 2.5 seconds and Desktop LCP of 2.3 seconds,
accompanied by low CLS values. This indicates relatively stable real-user experience compared
with the other websites with available field data.

The differences between Lighthouse laboratory results and Core Web Vitals field
measurements should not be interpreted as inconsistencies. Laboratory measurements
represent controlled testing conditions designed to diagnose technical performance issues,
whereas field measurements represent aggregated experiences from actual users under diverse
conditions [25], [34]. Therefore, both measurements provide complementary perspectives for
evaluating website quality.

HTTP Security Posture

The HTTP security evaluation revealed a weaker condition compared with transport-
layer security. The results indicate that although several websites implemented basic security
mechanisms, configuration quality remained inconsistent across the evaluated cases. The MDN
HTTP Observatory assessment produced scores ranging from 0 to 70, with a mean score of 29.29
and a median score of 25. Masjid Agung Sunda Kelapa (M1) achieved the highest Observatory
score (70, Grade B), followed by Masjid Istiglal (M2) and Masjid Tazkia (M4), which each obtained
Grade C with a score of 50. Masjid IPB (M6) received Grade D- with a score of 25, while M3, M5,

and M7 received Grade F.
Table 7. Overall security assessment by tool
Code Observator bs. SecurityHeaders SSL TLS1.3 TLS1.0/1.1 Certificate
y ade ty Labs ) e
M1 70 B A B Yes Yes Valid
M2 50 C D B Yes Yes Valid
M3 0 F D A Yes No Valid
M4 50 C D A+ Yes No Valid
M5 5 F Fs A Yes No Valid
M6 25 D- A A- Yes No Valid
M7 5 F D A+ Yes No Valid
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Figure 4. MDN HTTP Observatory scores
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Overall, six of the seven websites obtained Observatory grades below Grade B, indicating that
browser-level security configuration remains an important area for improvement. This finding is
consistent with previous large-scale security studies reporting that many public-facing websites
still experience weaknesses in implementing or configuring HTTP security headers [27], [35],
[36]. SecurityHeaders.com produced a different evaluation pattern because the tool primarily
focuses on detecting the presence of security-related response headers rather than evaluating
their effectiveness in preventing security risks. The aggregation of detected headers showed that
HSTS was implemented on six of seven websites (85.7%), while X-Content-Type-Options was
identified on four websites (57.1%). In contrast, CSP, Referrer-Policy, and frame protection were
detected on only two websites each (28.6%), while Permissions-Policy appeared on only one
website (14.3%).

Permissions-Policy

CSpP

Referrer-Policy

X-Frame protection

X-Content-Type-Options

HSTS

0 20 40 60 80 100
Websites with detected header (%)

Figure 5. Security-header presence detected by SecurityHeaders.com

The comparison between SecurityHeaders.com and Observatory results highlights an
important distinction between security-header deployment and security-header effectiveness.
For example, M1 received an A grade from SecurityHeaders.com but obtained only Grade B from
Observatory. Although several security controls were detected, Observatory identified
weaknesses related to CSP configuration, Referrer-Policy implementation, and the absence of
Subresource Integrity (SRI). A similar pattern was observed for M6. Although
SecurityHeaders.com assigned Grade A, Observatory provided a lower score of 25 (Grade D-). The
Observatory assessment identified problems related to CSP configuration, Referrer-Policy, HSTS
recognition, X-Content-Type-Options, frame protection, and the absence of SRI. These differences
demonstrate that the presence of a security header does not necessarily indicate effective
protection when the configuration is incomplete, overly permissive, or incorrectly implemented.

Therefore, the results for RQ3 indicate that security evaluation should distinguish between
header presence and configuration quality. A presence-based assessment is useful for identifying
whether security mechanisms have been deployed, whereas configuration-sensitive evaluation
provides deeper insight into whether these mechanisms provide meaningful protection.
Consequently, security tools should be interpreted as complementary measurements rather than
combined into a single security score because each tool evaluates different aspects of website
security posture.

SSL/TLS Configuration

Compared with HTTP security-header implementation, transport-layer security
demonstrated a stronger overall condition. All seven evaluated websites possessed valid
certificates and supported modern TLS protocols, including TLS 1.2 and TLS 1.3. SSL Labs
assigned the highest rating (A+) to M4 and M7, followed by A ratings for M3 and M5. M6 obtained
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an A- rating, while M1 and M2 received B ratings. Therefore, five of the seven websites achieved
A- or higher ratings, indicating relatively strong transport-security implementation. However, M1
e and M2 still supported legacy TLS 1.0 and TLS 1.1 protocols. Although modern protocols were
also available, continued support for outdated versions represents a remaining security
consideration because older protocols may introduce compatibility and security risks [29].

The difference between HTTP security evaluation and TLS evaluation demonstrates that
website security consists of multiple independent layers. TLS configuration primarily protects
data transmission through encryption and certificate validation, whereas HTTP security headers
provide browser-level protection against threats such as content injection, clickjacking, and
unauthorized resource execution. The results demonstrate that a website can achieve strong TLS
ratings while maintaining weaker browser security configurations. Therefore, HTTPS availability
alone should not be considered sufficient evidence of comprehensive website security. For public-
interest digital platforms such as mosque websites, security assessment should consider both
encrypted communication and effective browser-level protection mechanisms.

Integrated Interpretation and Practical Recommendations

The integrated analysis demonstrates that website performance and security represent two
distinct but interconnected dimensions of digital service quality. The results show that strong
performance does not automatically correspond to strong security configuration, and conversely,
websites with acceptable security indicators may still experience significant performance
limitations. Masjid Tazkia (M4) represents the strongest performance case, achieving the highest
Lighthouse Performance scores among the evaluated websites (86 on Mobile and 99 on Desktop).
However, its security assessment remained moderate, with an Observatory Grade C and a lower
SecurityHeaders.com rating. This finding indicates that technical optimization in one dimension
does not necessarily reflect maturity in another dimension.

A similar pattern was observed for Masjid IPB (M6). The website recorded the lowest Mobile
Performance score (31) and showed high CLS values, indicating performance and visual stability
issues. Nevertheless, SecurityHeaders.com assigned a high grade based on detected security
headers, while the configuration-sensitive Observatory assessment produced a lower score
(Grade D-). This difference demonstrates that security-header presence alone may not represent
effective security implementation. These findings support the importance of a multidimensional
evaluation framework. Assessing only performance indicators may overlook security
weaknesses, while evaluating only security mechanisms may fail to identify user-experience
limitations. For public-interest digital platforms such as mosque websites, both responsive access
and trustworthy digital delivery are necessary because users increasingly depend on websites for
religious information, community services, donation activities, and institutional communication.

From a digital governance perspective, the results indicate that institutional websites should
not be evaluated solely based on functional availability. Website maturity also involves the
capability to provide reliable, accessible, and secure digital services. Performance optimization
contributes to user confidence by reducing access barriers, while appropriate security
configurations strengthen institutional accountability and protect users interacting with online

services.
Table 8. Site-specific technical priorities derived from the measurements
Code Primary technical issue Priority recommendation
o g Reduce mobile LCP/CLS; harden CSP and Referrer-
M1 Mobile field CWV fails; unsafe CSP/referrer Policy; consider SRI for applicable externally

policy; legacy TLS hosted static resources; retire TLS 1.0/1.1.

Very high mobile lab LCP; CWV fails on both  Prioritize media/rendering optimization; improve

M2 devices; legacy TLS security-header baseline; retire TLS 1.0/1.1.
M3 Low desktop performance and extreme Stabilize layout; deploy and validate baseline HTTP
desktop CLS; Observatory F security headers; preserve modern TLS.
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Code Primary technical issue Priority recommendation
M4 Excellent performance but only Observatory Preserve performance; strengthen CSP,
C / SecurityHeaders D frame/content-type/referrer/permissions policies.
M5 Mobile loading needs improvement; Optimize mobile LCP; repair/expand HTTP
Observatory and SecurityHeaders F hardening while maintaining strong TLS.
Lowest mobile performance; high CLS; Improve mobile loading/layout; correct CSP, HSTS,
M6 ; . !
headers present but unsafe/unrecognized content-type, frame, and referrer configuration.
. o Optimize image/resource delivery; add and
M7 Very slow mobile loading; weak HTTP validate CSP, frame, referrer, and permissions

header posture
p controls.

The recommendations derived from Table 8 emphasize three main improvement priorities.
First, mobile performance optimization should become a primary focus, particularly for M2, M6,
and M7, because these websites demonstrated substantial weaknesses in loading-related metrics.
Improvements should focus on reducing unnecessary resource loading, optimizing media
delivery, improving rendering efficiency, and minimizing factors that negatively affect LCP and
Speed Index. Second, security improvements should prioritize configuration quality rather than
only increasing the number of deployed security headers. CSP, Referrer-Policy, frame protection,
and other browser-level controls should be reviewed and configured according to secure
implementation practices. The findings demonstrate that incorrectly configured security
mechanisms may provide limited protection despite appearing active.

Third, transport security modernization remains necessary for websites that still support
outdated TLS versions. M1 and M2 should consider removing TLS 1.0 and TLS 1.1 support while
maintaining compatibility with current TLS 1.2 and TLS 1.3 standards. Overall, the results
indicate that improving mosque websites requires a balanced approach between technical
performance, user experience, and security governance. A website that performs well but lacks
appropriate security controls may reduce user trust, while a secure but poorly performing
website may limit accessibility. Therefore, future improvement strategies should consider both
dimensions simultaneously.

Limitations and Future Work

This study has several limitations that should be considered when interpreting the findings.
First, the sample consisted of seven purposively selected mosque websites located on Java;
therefore, the results should be interpreted as comparative technical case evidence rather than
representative conclusions for all mosque websites in Indonesia. Second, the evaluation was
limited to publicly accessible homepage pages, while other important service pages, such as
donation systems, event pages, financial information pages, or administrative features, may
demonstrate different performance and security characteristics. Third, the study relied on
automated external tools, including Lighthouse, PageSpeed Insights, MDN Observatory,
SecurityHeaders.com, and SSL Labs. Although repeated measurements and median aggregation
were applied, the results may still be influenced by external factors such as server conditions,
third-party resources, testing infrastructure, and website changes during the measurement
period. In addition, the security evaluation was limited to non-invasive and externally observable
indicators; therefore, the term security posture refers only to observable configuration practices
and does not represent complete cybersecurity maturity, as application vulnerabilities, source-
code issues, authentication mechanisms, access control, and server-level security were not
examined.

Future research should expand the sample size by including mosque websites from different
geographical regions and institutional categories to provide broader empirical evidence.
Longitudinal measurements across multiple periods are also recommended to examine
performance stability and security configuration changes over time. Future studies may further
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evaluate additional website pages and user-oriented workflows to provide a more
comprehensive understanding of digital service quality. Moreover, research conducted with
appropriate authorization could incorporate deeper security assessments, including application
security testing, dependency analysis, and configuration auditing. Future investigations may also
examine how organizational factors, website management practices, institutional resources, and
digital governance strategies influence the development of website performance, user trust, and
security maturity.

CONCLUSIONS

The security findings reveal a distinct pattern. Although transport-layer security was
generally strong, HTTP security-header implementation and configuration were less consistent.
Differences between SecurityHeaders.com and the configuration-sensitive MDN HTTP
Observatory further demonstrated that the presence of a security header should not
automatically be interpreted as effective protection. Consequently, HTTPS status, header
presence, and configuration quality should be treated as complementary rather than
interchangeable security indicators. The principal contribution of this study is the use of an
integrated evaluation framework that separates and cross-interprets laboratory performance,
available real-user Core Web Vitals, HTTP security-header deployment and configuration quality,
and TLS transport security. This approach provides a more informative technical profile than
reliance on a single audit tool or technical dimension and offers practical evidence for prioritizing
website maintenance and digital-service governance.

These conclusions should nevertheless be interpreted within the scope of the study. The
seven websites were purposively selected and geographically concentrated on Java; therefore,
the findings represent comparative case evidence and should not be generalized to Indonesian
mosque websites as a whole. Future studies should examine larger and geographically diverse
samples, conduct longitudinal measurements, evaluate service pages beyond the homepage, and,
where explicit authorization is available, incorporate deeper application-security assessments.
Such extensions would help determine whether the patterns identified in this study persist across
the broader ecosystem of mosque and other public-interest digital platforms.
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